As a senior technicianin Zoom, I’ve seen that Zoom (Zoom Video Communications, Inc.) secretly violates users data
privacy all the time to meet U.S. government’s requirement and to gain economic interests. Arbitrary copy, storage and
utilizing of users personal data are common. Backdoor has been opened to monitor user behavior. Though I am not a
professor in law and I can’t point out which law Zoom violates, but I’'m a man with good professional ethic, I should
stand out to blow the whistle and tell the truth. As far as [ know, Zoom” huge PR team will hire ways to cover up the
facts and avoid their responsibility. Facts may disappear and even I myself will be threatened and sued. However,
everyone has the right to know the truth and we need to fight against Zoom together to let them eat their own bitter
fruit.

I . Do Zoom users really have data autonomy?
According to my working experiences, U.S. government departments like FBI, NSA ask Zoom to preserve user data of
interest including those already deleted by users so that they can obtain any data in any time. In order to meet such
requests, Zoom has developed a tool for “data preservation”, preserving users data indiscriminately. This tool helps
secretly copy and preserve users' data such as meeting history and participants details, cloud recordings, chat message,
pictures, files, Zuora (Billing system, zuora.com), SFDC(CRM system, salesforce.com), phone/address, billing address,
and credit/debt cards through data cloning and mirroring. What's worse, if your account were added into the “Data

Preservation” system with your appearance on the target list , even you don’t have any illegal behavior, all of your



actions in Zoom will under direct surveillance and at the free disposal of law-enforcing departments. Even though you
can delete your data at your will, Zoom and the government can still obtain all the backup data from the system.
American government can fetch data of online users in the name of threatening national security. But are all these

reasonable?

1.1 Zoom backs up users’ data

In order to meet the requirements from American law-enforcing departments, Zoom established a separate big-data
database in advantage of AWS cloud service. The tool of “data preservation” is developed on the base of this database.
This database clones the production environment of Zoom so that Zoom users cannot delete their data in it and be
unaware of being monitored. Zoom can find what the government needs secretly from this database. Meeting history
and participants details, cloud recordings, chat message, pictures, files, Zuora (Billing system, zuora.com), SFDC(CRM
system, salesforce.com), phone/address, billing address, and credit/debt cards are included in the database. Even within
Zoom, this database and tools are highly confidential. Only legal department are authorized to use it.

1.2 Users cannot delete their data from the root

1.2.1 Code

Users cannot delete their data in Zoom from the root. In the data production environment, “fake deletion” has been



written into the source code. That means when a user clicks the delete button, the system just records this behavior
without any concrete actions. Then the user thinks data has been deleted. In the meantime, all the data including those
being “as if deleted” are backed up in the database.

The following picture shows the underlying source code of a recording file of Zoom video meeting.

“recording status’ means state of preservation.

1-in the process

100-done

101-being deleted
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‘start” datetime NOT NULL,

‘recording_status tinyint(4) NOT NULL COMMENT '1-process,100-finish,101: dele
‘end’ datetime DEFAULT NULL,

file_size bigint(20) DEFAULT '0' COMMENT 'recording file size in byte’,
‘file_name’ varchar(512) DEFAULT NULL COMMENT 'recording file name in s3',
‘video poster varchar(512) DEFAULT NULL,

‘video_width" int{11) DEFAULT NULL,

‘video_height int(11) DEFAULT NULL,

‘passwd’ varchar{64) DEFAULT NULL,

‘options’ bigint(10) DEFAULT NULL,

‘create time datetime DEFAULT NULL,

‘modify _time’ datetime DEFAULT NULL,

PRIMARY KEY ('id"),

KEY ‘meeting_id ( meeting_id’) USING BTREE,
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When Zoom users delete their recording files under their accounts, the system just records a mark

of



“recording_status=101" and hides the files. In fact, all these files are still saved on a specific path in the Zoom cloud

service. The save path (“file name”) is showed clearly in the following screenshot from Zoom production database.
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1.2.2 System

Zoom senior management asks the technology team to develop a tool of data preservation for American government.
Leakage to the public of which is forbidden. This system is clearly introduced through an internal email. Within this
email, the senior management said, “That way, customers can delete whatever they like, and we have our legally
mandated record still intact”. Meanwhile, he proposed two requirements to the tech team. First of all, “All legal
requests come with the requirement that they are kept confidential and we are precluded from disclosing the request to

customers. Whatever system we establish must allow for this confidential treatment.” Secondly, U.S. government



sometimes requires that Zoom preserve new records that may be created and are responsive to the given notice. Zoom

needs to make sure to have the ability to monitor ongoing activity following the mentioned requests.

1.3 What data do Zoom provide to U.S. law-enforcing department?

Normally, these data include Meeting history and participants details, cloud recordings, chat messages, pictures, files,
phone/address, billing address, credit/debt cards, billing history and address books. However, when U.S. government
departments make requirements, they often give no just cause and ask for every information of one user. The following
pictures partly show how they ask for data. For example, FBI, without any good reason, asked Zoom for 10 kinds of
user data like private information, financial information, address. What’s worse, miscellaneous provisions with words
"all information" or "any information" are used to upgrade the scope and authority of acquiring data. From the legal
instrument, wrongdoing of the user is not shown, but FBI is still able to acquire "all information" it wants. It could be
imagined that FBI can acquire any information by this so-called "legal mean" if they want. Meanwhile, Zoom, turning a

blind eye, have not taken the responsibility of protecting users' data and privacy.



U.S. Department of Justice
Federal Bureau of Investigation

Ome Jatice Way Mam: 972.559.5000
Dolias, Texas 75220-5220

Zoom

ATTN: Legal Department

55 Almaden Boulevard, 6™ floor
San Jose, CA 95113

Re: Preservation of Records
Dear Custodian of Records:

The Federal Bureau of Investigation (FBI), United States Department of
Justice, is requesting the preservation of the following user’s Zoom
account:

https://zoom.us/3/701172052
US: 166699006833, 701172052#
ID: 701 172 052

It is also requested that any and all subscriber records for the
Customer account associated with the accounts also be preserved.

Pursuant to Title 18, United States Code Section 2703(f), this letter
is a formal request for the preservation of all stored communications,
records, and other evidence in your possession regarding the accounts listed
above pending further legal process.

I request that you not disclose the existence of this request to the
subscriber or any other person, other than as necessary to comply with this
request. If compliance with this request might result in a permanent or
temporary termination of service to the Accounts, or otherwise alert any
user of the Accounts as to your actions to preserve the information
described below, please contact me as soon as possible and before taking
action.

I request that you preserve, for a period of 90 days, the information
described below currently in your possession in a form that includes the
complete record. This request applies only retrospectively. It does not in
any way obligate you to capture and preserve new information that arises
after the date of this r . This req applies to the following items,
whether in electronic or other form, including information stored on backup
media, if available:

1. The contents of any communication or file stored by or for the
Accounts and any associated accounts, and any information
associated with those communications or files, such as the source
and destination email addresses or IP addresses.

2. All records and other information relating to the Accounts and

any associated accounts including the following:

b.

subscriber names. user names, screen names, or other
identities;

mailing addresses, residential addresses, business
addresses, e-mail addresses, and other contact information;

length of service (including start date) and types of
service utilized;

records of user activity for any connections made to or
from the Accounts, including the date, time, length, and
method of connections, data transfer volume, user name, and
source and destination Internet Protocol address;

telephone or instrument number or other subscriber number
or identity, including temporarily assigned network
address;

means and source of payment for the Accounts (including any
credit card or bank accounts numbers) and billing records;

correspondence and other records of contact by any person
or entity about the Accounts, such as “Help Desk® notes:
and

any other records or evidence relating to the Accounts
including Geolocation.

If there are any additional questions, please contact SA
Kelly Luquette 817-716-9638.

Sincerely,

Matthew J. DeSarno
Special Agent in Charge

~——
z;ok Kleinmann D,\_\l,\ \C,Q P

Supervisory Special Agent



Zoom / EiZOOM-149444
CLONE - URGENT: Preservation Request - Middletown Police Department

*Search warrant to follow within 90 days

Records to Preserve:

- Billing address{es). e-mail address(es). authorized users. all associated telephone numbers. types of services. methods of payment. payment history. and dates and times of service and device activation and termination for all participants.
» Device dentification including ICCID. IMEL. MEID. or ESN associated with this account.

« Log in and log out records,

* History of data connections. Internet Service Providers (ISP's). Internet Protocol (IP) logs. and dates/times accessed,

- All stored images, videos. or other media assoclated with virtual conl"erence.
+ In-coming and out-going SMS/MMS (text) messages.
= Any cloud storage services and access to contents of any cloud storage.



zoom / E1ZOOM-120137
Ticket # 1608269 USA DOJ Grand Jury Subpoena

For any and all accounts associated with the following identifiers:

Email: tamufor87 @gmail.com Email: akembuom@gmail.com Email: akembuom@yahoo.com Email: Wilson.tita@gmail.com Email: frueric@gmail.com Telephone number: 443-622-6398
Telephane number: 651-206-8084
Telephone number: 346-757-5501
Telephone number: 240-640-8054

Provide the following records from the date of account creation to the present:

» Name(s) and address(es) of subscriber/customer (to include physical and e-mail address(es);
« Telephone and facsimile number(s) of subscriber/customer;

+ Local and long distance telephone connection records, or records of session times and durations;

+ Length of service (including start date) and types of service utilized

« Telephone or instrument number or other subscriber number or identity, including any temporarily assigned network address;
+ Means and payment for such service (including any credit card or bank account number) and billing records

= Meeting title, initiation content, participants, meeting link, date time and duration and any activity recorded in meetings; and

~ Message content, sender, recipients, date, time and read receipts to include shared files with file name, size and type



zoom / ElzOOM-102526
Data Preservation - #1301352

Dear Engineering - Please ensure all data for these accounts and users including recordings, chats, and meeting history can not be deleted until this request is cleared.

Account ID: n0BotioERr2LSFBgkGZ2aQ
Account Number: 167211

Account ID: dCKkZ9tjRi-H27D1bltXpg
Account Number: 183278

Account |D: 4tCDE4]RQ7COmcfQ_aJHJw
Account Number: 461645

Account ID: KEYTjLkKTj6s617GfA-Oeg
Account Number: 499799

Account ID: jwPT_IwTSkSSwkIiTLDmM3A
Account Type: Free

Account Owner Email: contactjerrym@gmail.com
User ID: L3DHNOhwTxeC7gCyAsAexw

Account ID: 5WkgbZI9ReCEIGgTtAHNhg
Account Type: Free

Account Owner Email: marks@foumbergco.com
User ID: FOf15uzoRySzxej7mzi_3Q



Il Monitoring Users through Backdoor System

2.1 Tracking Automated TOS Violators Termination System

The Zoom headquarter has completed the R&D of a secret monitoring system long time ago. It is called "Tracking
Automated TOS Violators Termination System" whose internal IP is "se.zipow.com/tos". No later than 2018, the
system was put into application, monitoring free users as well as premium users and enterprise users.

Main functions of the system: automatic search of susceptible meetings; free access to meetings without password or
host’s authorization simply by the backdoor of the system; random analyze of video content from meetings; secret
recordings of videos, audios, screenshots of meetings and production of reports or data accordingly to U.S. supervisory
departments; termination of susceptible meetings and banning of relative accounts. The system is highly confidential
and only opens to a few internal employees. Zoom may explain this system was developed for fighting crime. But
Zoom has to acknowledge the system shows it has the ability to monitor users and it already does. People need to worry
about whether Zoom will abuse the system for U.S. so-called “national security” or business purposes, and even

randomly, frequently, indistinguishably monitor global users and steal their personal data at a large scale.
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The above picture shows the backend control interface of the system. The IP "zipow.com" belongs to Zoom and only a
few staffs can visit it. From the picture, this system can monitor end-to-end conferences, telephone conferences, online
conferences and relative emails. As for kinds of the meetings being monitored, free conferences, 24+ hours conferences
and large webinars are all included. Also, it can monitor one specific host or meetings with a specific theme. In other

words, Zoom can monitor any meeting of interest.
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The above four pictures show how the system works. The first one displays how one can check “autojob historic
terminated accounts reports” and “not handle by autojob reports” by clicking two buttons on the top left corner. Each
meeting is monitored by one monitoring task. The sheets in the other three pictures explain detailed information of each

monitoring task, including job running time, account ID, account type(paid or free), host ID and email, real-time



screenshots of meeting(which means the system can monitor the meeting without permission), type of action(auto or
handle). The fourth picture shows the accounts being monitored, including paid/free accounts, business/name host 50+

accounts and API partners.

Meeting ID: TeXI4FewQ uzKakr6jzl 9¢

Account_ID Host_ID email Meeting Number Status Meeting_topic
Tdczm2PXRubwfE6dboUbw  EZBGSIAFSFCRDpXNpVR-qQ  pigllay fun 7562690668 : Super Piggy's Personal
Meeting Participants Info for meeting_id: TIXI4Fen QTuzKakr6jzl 9¢

USERNAME Email IPADDR COUNTRY REGION CITY ZIPCODE IS_HOST JOINTIME LEAVE TIME SECON

The above picture shows an example. The basic information of every meeting participant is recorded including

username, email, [P, address (country, region, city, zipcode), join/leave time, duration and etc..



Tracking Automated TOS Violators Termination Detailed info
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This picture shows how TATVTS deals with “suspicious meeting” with three ways below: namely forcing user to log
out, blocking the user and terminating the meeting. Normally they are combined together.

2.2 Zoom backend management system



Zoom backend management system has top authority over all Zoom accounts. It is designed to help manage Zoom user
accounts. However, this system has some backdoor functions which may violate user privacy data. Zoom may use this
privilege to deal with troublesome users rambunctiously. Some functions are beyond imagination. Here I will introduce
its function of logging into user’s account with user credentials. When a Zoom employee clicks the button “Login zoom
us with this user Cred”, he can log into this user’s account in the same way the user himself deals with his own account.
In this way, the employee has the same right to deal with this user’s account, checking everything of the account, using
the user’s private key to see any confidential files, meeting records, IM chats, emails, telephone recordings and billings.
This means the so-called “ee2e” encryption measure is meaningless. Besides this privilege, Zoom can modify or delete
user’s local data, and even remotely control or implant a backdoor on relative devices like Zoom Room through this
system. Compared to managing user accounts by backend database, this system makes it more convenient for Zoom
staff to monitor user behaviors and fetch their data ignoring encryption measure.

The following pictures are some screenshots of the system and part of the codes.
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<#if _loginUser.role == 1| _loginUser.role == 8| _loginUser.role == 19>
<div class="control-group"” >
<label class="control-label” > Premium Type: </label>
<div class="controls" >
<#if userisPremiumbUser()>
<span>Yes</span> &nbsp; <#if _loginUser.role == 1> <button id="btnDisable PremiumType* class="btn btn-primary btn-danger” » Disable </button> </#if>
<#ekes
<span>No</span> &nbsp; <#if _ loginUser.role == 1> <button id="btnEnablePremiumType" class="btn btn-primary” > Enable </button> </#if>
<[#if>
</div=
</div>
</#if>
<#if _loginUser.role == 1| _loginUser.role == 8 || _loginUser.role == 9 || _loginUser.role == 10 || _loginUser.role == 12 || _loginUser.role == 16 || _loginUser.role == 19>
<div class="control-group” >
<div class="controls">
<a class="btn btn-primary btn-large" href="<@url \ralue{'/user/adminﬂugin_web?ii-:S{userlnfu,id?url}&sns:S{userlnfo,sns"!ype}'f =" target="_blank" {Logln zoom.us with this user [red-]{a: <bry

</div>
</div>
< [#if>



import conj.saasbeejwebapp.Constants;

import conj.saasbeejwebapp.audit AuditAction;
import conj.saasbeejwebapp.audit.AuditMgr;
import conj.saasbeejwebapp.audit.AuditRole; . .
import conj.saasbeejwebapp.audit.AuditSource; “Saasbee.com” is owned by Zoom, and all of Zoom’s

import conj.saasbeejwebapp.audit. AuditUserRole; source code is marked with the “saasbee”.
import conf.saasbee lwebapp.audit. AuditUserType; B

import con}.saasbeejvebapp.cache.CacheClient;

import conj.saasbeejwebapp.cache.CacheEngine;

import conj.saasbeewebapp.configuration.GlobalConfig;

import conj.saasbeejwebapp.domain.Account;

import conj.saasbeejwebapp.domain.AccountUser;

import conj.saasbeejwebapp.domain.Meeting;

import conj.saasbeejwebapp.domain.User;

import conj.saasbeewebapp.domain.UserProfile;

import con}.saasbeejwvebapp.domain.UserProfileExt2;

import conj.saasbeejwebapp.domain.UserSns;

import comj.saasbeewebapp.exception.ErrorCode;

import conj.saasbeewebapp.exception.common.FileUploadException;
import conj.saasbeewebapp.exception.common.PolicyException;
import conj.saasheewebapp.exception.common.TokenException;
import conj.saasbeejwebapp.exception.meeting.MeetingAlreadyStartedException;

@RequestMappind"/user/admin/login_web'} |

public void userAdminLoginweb({@RequestParam("id") String id, HttpServietRequest request, HttpServletResponse response, ModelMap maodel) throws Exception {
UserEntity loginUser = sessionManager.getUser();
boolean isDevEnv = GlobalConfig.getinstance().isDevEnv();

User user = null;
int snsType = ServletRequestUtils.getintParameter(request, “sns”, -1);
String email = ServietRequestUtils.getStringParameter(request, "email”, "");
if (snsType >= 0) {
user = userService.getUserByldAndType(id, snsType);
} else {
List<User> snslList = userService.listUserByUserlds(Arrays.asList(id));
if (snsList != null &&: !snsList.isEmpty() {
user = snsList.get(0);
1

[II Breaking promise and using user data for machine learning

Eric Yuan, the CEO of Zoom, once proclaimed that “We now commit to all of our customers that we will not use any



of their audios, videos, chats, screen sharing, attachments and other communications like poll results, whiteboard and
reactions to train our Al models or third-party Al models”. From what I know, Zoom is eager to develop Al, because
the company needs Al to find out illegitimacy in video conferencing to avoid compliance risk, to identify fraud users to
reduce economic losses, and to analyze business trend and focus of service to gain more profits.

3.1 With Al Zoom, under the guidance of law enforcement, uses TATVTS against users

Tracking Automated TOS Violators Termination System mentioned above could automatically detect suspicious
meetings via machine learning, join meetings without password and host’s permission, analyse meeting content and
secretly take photos and videos of attendees and meeting content. Trained by data collected in the system, TATVTS
becomes more intelligent in identifying meetings and users in which law enforcement has interest. Thus data of many
innocent users becomes the samples for machine learning and users’ data privacy, like video conferencing, becomes

unprotected. From the screenshots below, we could see the system uses machine learning to monitor meetings.
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3.2 Feeding user data to Al for commercial use

Fraudulence against Zoom(like credit fraudulence) costed Zoom
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Zoom, based on its data warehouse, uses machine learning to automatically identify the meeting data and user accounts.
The machine learning processing screenshot below shows how Zoom locates fraudulent users via big data. Higher
scores mean higher correlation with fraudulent accounts found before.

3.3 Machine learning is required by senior managements for commercial use

The picture below shows emails of management of Zoom’s business department, in which he admits that big data

department shall use machine learning to find out new business models and trend.



Please find our approach and high level execution plan below:
Step 1: Identify business questions, metrics/facts and dimensions (using the “by” analysis) necessary to support the business initiatives.
Step 2: Identify key performance indicators against which success of the business initiatives will be measured.

Step 3: Identify key tasks, decisions, and the flow of information required to support the critical metrics and success factors. Get buy-in from data and process owners to
support the initiative. Build data cleansing (iterative) processes as needed.

Step 4: Build data pipeline from supporting data sources including measures, dimensional attributes, granularity, update frequency, storage location, and access methods.
Build technology architecture and implement new technologies for scalable data stores.

Step S: Provide ad-hoc reporting (reactive) and run machine learning algorithm (proactive) to find patterns and trends in data to support new pivots in business.

I Team is super excited about this new responsibility and looking forward to take on this challenge. Here's to a new journey ffo Zoom.... Please stay tuned for more updates
and process on how you can leverage this team for your data needs.

Thanks,

Sunil Madan

Head of Business Services

Zoom Video Communications

Call 408-780-3933 | Click zoom.us | Zoom 4082035159

Zoom recognized in 2016 Gartner Critical Capabilities Report

Gartner.

PS:
The things showed above give the picture of Zoom’s privacy infringement. Later I may release more inside stories

about the company to guarantee users’ right to know and their data privacy right.



